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Abstract. This article is about understanding the vulnerépibf money or value transfer services
(MVTS) to terrorist infiltration in East Africa. Bhauthor also analyzes the penetration of money
transfer services (MVTS) by criminals and their @maiment of income as a result of criminal acts. It
also examines some of the causal factors of tesmoiin the East African region (EA) and describes
some effective and comprehensive law enforcemerguress aimed at improving the effectiveness and
efficiency of the fight against terrorism in thegi@n. The article describes how civil conflictstire
EA region have led to a lack of banking servicdsiclvin turn has made EA vulnerable to terrorist
financing, further amplified by conflicts in thegien that have led to internal and external disglac
ment of migrant communities, societies, and famil&t rely heavily on transferring funds to depend
ents. The author examines the consequences ohttiese civil war in Somalia by Al-Shabdand
how it has led to spread of terrorism and relateddrist financing to neighboring countries. Modt o
those countries do not have strong anti-money lating / terrorist financing (AML/CFT) systems.
Financial services such as mobile money, Forex duseand other are exposed to high levels of ter-
rorist financing risk in the EA economy. The autgoes on to explain how a weak AML / CFT system
has led to difficulties or loss of access to Intdional currency markets, and the pressure on @aiev
banking relationships has in turn undermined anféagd the long-term growth prospects and finan-
cial accessibility of countries. This led to anre&se in the cost of financial services, which tiegéy
affected the banking ratings. Further the authonsiders the threat to internal and financial stéatlil
from criminal activity — in particular, the signifant level of tax crimes (value-added fraud and tax
evasion) that affect the flow of government revethereby impeding institutional development. This
article also highlights how EA member States, thfothe FATF regional anti-money laundering au-
thority in Eastern and Southern Africa (ESAAMLGIoWd improve guidelines, strategies and capa-
bilities, such as risk assessment, which is théshEghe MVTS provider's risk-based approach. They
should help money transfer providers understand &o@rto what extent their services are vulnerable
to ML/ TF.
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Terrorist financing is the process by which testsifund their operations for the purpose
of committing terrorist acts. Terrorists requiraancial support to carry out their activities
and achieve their goals. Like other criminals,dests abuse the financial system by exploit-
ing the very same weaknesses in it. Terrorist argéions exist in many forms, from small
underground networks to large regional structuvese recently, the Islamic state of Iraq and
the Levant (ISIL, or sometimes called ISIS) andShNabaab have attracted attention for their
particularly ruthless attacks and distinctive fungdistreams. Creating capital by robbing
banks, pirating oil fields, and robbing other ecmmo assets, Al-Shabaab has access to about
half a billion dollars' worth of financing. As witimost terrorist organizations, actual acts of
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terrorism are relatively inexpensive compared edamage they cause; however, the operat-
ing costs of maintaining the organization are \@gyificant [1].

Terrorist cells use several methods to collect'atehn up” their money, ranging from il-
legal activities such as organized fraud or nacsotio legitimate sources of funding, includ-
ing charities or legitimate businesses. As for ARBab, and many other terrorist groups in
East Africa, their income is diversified and hasrizaching consequences. Regardless of how
they raise their capital, the ultimate goal is vergually mask the funds with the help of na-
tional and global financial systems [2]. Terroribsve adjusted their sources of funding by
developing more sophisticated harder to trace mdsvavhich easily infiltrate the money
value transfer services as they consist of lowdrsample techniques [3].

“Money or value transfer services (MVTS)” are thdsgncial services that involve the
receipt of monetary instruments such as cash, @dsagu any other tradeable assets, other
stores of value and a payment of corresponding saroash or other form made to a benefi-
ciary by means of a communication, message, trgnsfethrough a clearing network to
which the MVTS provider belongs. Transactions penied by such services often involve
one or more intermediaries with a final paymenatthird party, and may include various
payment methods [4]. Money transfer systems whidtude non-financial institutions such
as the banking sector or the remittance sector haea infiltrated by illegal funds transfer in
East Africa (EA) through various means. This isbegause of the key features it possesses
which are [5]:

« MVTS is an inexpensive option for people who needuickly send money to the re-
cipient. Funds can be received by the recipierthenshortest possible time, unlike domestic
or international Bank transfers, which have longaiting times;

« The financial service provided by MVTS providers aiften cheaper than more regu-
lar banking services and is often used in regioitis kmited or no banking services;

« MVTS operate in several ways; for example, an M\pr8vider or the sending agent
can accept payment for a money transfer, colldwsniecessary identification information,
and systematically enters the transaction and ehegponding identification information of
the sender and intended recipient at the pointigiration;

e In the case of money transfer, the MVTS provideasitfer the various payment de-
tails to

the recipient agent that will provide the fundgslweir equivalent to the beneficiary of the
transfer. The message is either sent directly ¢oafpents or through a centralized clearing
house that serves as a centralized hub for infeomaihat connects different agents of a pro-
vider.

As a result, it should not be surprising that tieorists have corrupted the system. An
example is South Sudan, where there have been pvakes civil conflicts that have led to a
lack of financial services, much less the bankiagt@r, which has made it vulnerable to the
financial operations of terrorist groups. The mamsder in Somalia also did not help, as its
spillovers led to many incidents in neighboring mcies.

Money transfer providers are financial institutiahgt help clients make cross-border
money transfers [6], which as a result makes thesmalale target for use in terrorist financing
(TF), since they are not subject to significant AKBET supervision or where they can oper-
ate without proper mandatory controls (for examplighout a license or adequate compliance
standards). One of the biggest risks and threal$-ts agents, representatives or employees
who intentionally facilitate the transfer of funds behalf of terrorist groups.

There, activities may include fabricating transactieports to obscure terrorist activities.
Communities or societies, mainly migrants, relyuvigaon money transfer systems (MVTS)
to transfer funds home, abroad, or even withingtag¢e; this makes it easy to mix TF with
various legal transfers. This, as a result, makdgficult to identify TF from regular family
and community money transfers. Money transfer glend such as mobile money services,
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Forex bureaus, and foreign money transfer platfaapygear to carry one of the highest levels
of terrorist financing risk in the EA economy [7This is due to the fact that fairly small
transactions are made on these platforms, butrge laumbers, combined with inadequate
controls such as weak recommendations for knowieg tustomers, customer due diligence,
and negligence. All of these are considered higk-actors for terrorism. Despite having de-
tective controls such as transaction thresholdsy still pose a risk to terrorist financing and
can be easily circumvented.

Foreign direct investment (FDI) from new partneumies for Africa is now becoming a
real channel, making it more profitable. Theseudel direct financing, attracting mainly for-
eign capital, modern technologies, patents, know-and human resources. In modern reali-
ties, for example, Russian private business facgsnti tasks of development and effective
implementation of long-term investments. All thssbhased on the intensification of mutual
cooperation, production and trade relations withti@ctors in the host countries with the ac-
tive introduction of modern methods of financingject investments [8]. In EA, foreigners,
including refugees, as well as ethnic Somalisdesds of Ethiopia mostly use the hawala sys-
tem to send and receive money transfers interratorFor example, in 2017, remittances
from the Diaspora to Uganda contributed $ 1.4dillto the country's economy [9]. Between
2006 and 2016, the number of valid registered neaiibney accounts in sub-Saharan Africa
increased from 200,000 to 277 million. Similarlyprh 2015 to 2016, the number of mobile
money users in Uganda increased slightly from 2ilion to 21.6 million, according to a
2017 report from the Uganda Bureau of statistiaxokding to a 2015 report by the Uganda
communications Commission [10], Research showsrtiwdtile money accounts are used for
storing, sending and receiving money due to limdedess to official banking institutions. In
2014, more than 19 million Ugandans, approxima®&ypercent of the country's population,
had mobile subscribers from local mobile operators.

Figure 1 showing a simulated hawala model of sinwalesfer of cash between neighbor-
ing countries Uganda and Kenya.
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Figure 1. Simulated hawala model of simple transfer
Source Compiled by Author.
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Model of simple Hawala transfer.

The model transaction will consist of the followisigps:

« Customer (CU) in Uganda wishes to send money tomes in Kenya (CK)

e CU visits Hawaladar in Uganda. (HU)

« HU receives money to be remitted to CK plus a serfee from CU

« CU receives code of authentication and passestit @K

« HU then instructs Hawaladar in Kenya (HK) to retoiCK

« CKdiscloses the code to HK, who then presents @K the funds

The US government, in its report on the Globalaigsm index, warned that mobile
money services in East Africa are vulnerable tol@igiion and that criminals and terrorists
would use this loop hole to finance illegal aciestin the country and beyond. In addition,
the US state Department in its 2017 country reportterrorism indicated that while the
Uganda anti-money laundering (amendment) law regqufinancial institutions to conduct
comprehensive customer verification, it does ngbase the same requirements for mobile
money transfers. “Banking institutions do not efifesly control mobile money payments and
transfers in Uganda, as well as in the EA” [11]eThport also says that mobile money trans-
actions are instead managed by a separate teleaoicatians company that facilitates a spe-
cific transaction.”

Table 1 shows the amount of money transactions yaahin EA for respective countries.

Table 1
The number of monetary transactions each year in EAor the respective countries

Country Amount, $ billion
Kenya 28.7
Tanzania 24.7
Uganda 9.2
Rwanda 15
TOTAL 64.1

Source State of the Industry Report on Mobile Money, 2(10].
Figure 2 shows the number of transactions usinglsaimoney in 2018.
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Figure 2. Number of transactions using mobile monein 2018.
Source State of the Industry Report on Mobile Money, 2010].



32 Journal of the Institute for African Studies Ne 3 (52), 2020

In (figure 2) Kenya has the highest number of taatisns through mobile money ser-
vices at a value 28.7 $ billion, Tanzania is secaittd 24.7 $ billion, Uganda and Rwanda
having $ billion 9.2, 1.5 respectively.

With the increase in the number of mobile moneygaztions every year, there is a
search for easy operations and, as a result, asaisiog need for (MVTS) in this case through
“Hawala”. The term "Black hawala" (BH) is often dst describe illegal activities. Crimi-
nals, like any other profit-oriented people, tryaict more effectively and efficiently, and try
to avoid detection when making their illegal tract&ns. Hawala offers more anonymity than
the formal system, as it is not that closely mamitb Transactions, operations and businesses
as a result, can be quickly and easily conduct&ll Hawala is used in a number of illegal
activities, ranging from kidnapping to fraud, bbetmain use of BH was related to interna-
tional money laundering. After the events of 11t8eyber, the international community real-
ized the full power of the hawala system. Manyctet and studies have been published on
the role of Black hawala in international crime. B}k centre stage in MVTS, and the media
generated a negative bias against the entire Havedveork [14]. BH is only a small part of
the hawala enterprise. Further research is ne@dadsess the size of the BH and the hawala
as a whole, in order to make a comparison in thedu Reasonable measures should be taken
to combat BH, as the situation may escalate ifehsbo suggest it decide to go further un-
derground [15].

Figure 3 is an overview of the mobile money ecamystor the period of December 2018.
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Figure 3. An overview of the mobile money ecosystefar the period of December 2018.
Source State of the Industry Report on Mobile Money 200URL: https://www.gsma.com [10].

The mobile money ecosystem includes mobile moneyigers and all the various third-
party organizations that can benefit from mobileneyg either by using it as a payment
mechanism or by using mobile money accounts. Theilmenoney ecosystem facilitates
transactions from various sectors, which includditias, retail, education, healthcare, agri-
culture, transportation, credit, insurance, andngg/

As seen in figure 2, the amount of money involvedransactions is large, and from here
we can testify that the more penetrable EA's firdrsystems are, the more difficult it will be to
rein in criminals who finance terrorism or explbi/TS. Money launderers and terrorist finan-
ciers use loopholes to their advantage, creatimaglahreat. This poses a serious threat not only
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to security, but also to development. Both therfeial action task force (FATF) and the Eastern
and southern Africa anti-money laundering groupAEBBILG) have identified a number of
vulnerabilities in this sub-region, indicating weakplementation of adequate international
anti-money laundering (AML) and anti-terrorist fir@ng (CFT) standards [16]. Thus, regional
growth, like development, is considered to be gih lisk. Many reasons for the vulnerability of
subregions to money laundering and terrorist fimanmclude the following:

« the prevalence of informal, patronage, and caskébasonomies and high levels of
corruption;

« correspondingly limited financial regulatory mectsans and political opposition to
AML/CFT reforms;

« political instability and armed conflict;

« the growing presence of transnational criminal eks in the region.

These shortcomings make it easier to commit segonses which crimes too often pre-
cede the financing of terrorism. AML / CFT actiesi should be aimed at preventing, sup-
pressing and combating major crime and terrorishis Tequires a concerted and coordinated
effort on the part of national, regional and intgronal institutions. ML / TF or related predi-
cate offences against monetary systems in EA atweito a weak AML / CFT system, which
has led to difficulty or loss of access to Inteimadl currency markets. The correspondent
banking sector (CBRS) indicates that global banksieed to seriously consider the strength-
ening of AML/CFT structures at the country leveddamancial institutions when deciding
whether to maintain or terminate relationships [Piessure on the CBRs, in turn, may un-
dermine the long-term prospects for growth and edpa access to financial services in the
affected countries by increasing the cost of fimangervices, which will negatively affect the
ratings of banks. Financial stability has also bderatened by criminal activity. For exam-
ple, cases where there are significant levelsyottames (value-added tax fraud and tax eva-
sion) that affect the flow of government revenuedbring development. In addition, the in-
jection of huge amounts of criminal proceeds framuption, tax evasion or drug trafficking
could expose a country's banking system to unstafievs and outflows that could threaten
its stability.

Terrorist acts undermine the stability of a coustfinancial system, either because of a
history of terrorist acts or because of the advemesequences of a single but significant ter-
rorist event. In cases where illegal transactiaescarried out outside the formal sector (for
example, cash and virtual currencies), this aleddrs the development of the country's bank-
ing system, which in turn can affect economic glow¥IL/TF and related predicate crimes
can also have adverse side effects on the stabilibther countries. For example, extensive
criminal activity in one country can lead to illégeansfers from another country and large
short-term capital flows to another country withtgrdially destabilizing consequences for
that country's economy.

The counter-terrorism assistance programs and gsogirrently being implemented in
the EA, if continued, can help lay the Foundationd stronger and more ruthless regime of
counter-terrorism cooperation in the region. An rapke is “a workshop in Entebbe,
Uganda, 10-13 October 2017” [18]. The workshop watisnded by 28 participants from
Botswana, Burundi, Ghana, Kenya, Lebanon, Moro&adestine, South Sudan, Tanzania,
Uganda and Zimbabwe. Participants represented a vadge of AML/CFT stakeholders,
namely law enforcement agencies involved in AMLumir-terrorism operations (CT), fi-
nancial intelligence units (FIUs), national secuidigencies, prosecutors and judicial offi-
cials or customs officers involved in preventingpss-border currency smuggling. The
workshop provided guidance on basic methods ofstigation in the area of CFT, encour-
aged the exchange of experience in combating thending of terrorism among partici-
pants, and enhanced cooperation for a more codedirepproach to international efforts in
the area of CFT.”
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In addition, FATF-style regional bodies have bestalgished, such as the Eastern and
Southern Africa anti-money laundering group (ESAAG). which was established in 1999
and currently has 18 members. The ESAAMLG groupahasmndate to support and facilitate
the implementation of FATF recommendations in imdlial countries and at the regional
level. ESAAMLG aims to combat "money laundering @molse who help Finance terrorism",
as well as the need to ensure social, economi@alitical stability. It focuses on corruption,
good governance and improved development, rattzar widespread crime. ESAAMLG re-
quires its member States to apply effective, adeqaiati-AML measures to all serious crimes
and to implement AML/CFT in domestic legislation.

The ESAAMLG is composed of a four-level structurensisting of the ESAAMLG
Council of Ministers, a task force, the ESAALMG 8sariat at the regional level, and na-
tional multidisciplinary committees in member Sgat®mposed of experts in the fields of
law, Finance and law enforcement. ESAAMLG strategiee focused on creating national
AML/CFT frameworks in member States, setting regloAML/CFT priorities, and expand-
ing ESAAMLG membership across Eastern and soutidrita. ESAAMLG documents
typically present its role as a facilitator of AMLFT reform in its member States, using its
analytical abilities to help explain to States wWhWIL/CFT reforms are needed, and then
work with them to implement these reforms.

It aims to connect more-advanced members to leszsr@éd members in what the
ESAAMLG references as mutually supportive actioastEAfrica is faced with many chal-
lenges rooted in the socioeconomic and politicalditions of many countries in the region,
and the lack of capacity within to effectively respg and counter terrorism. Understanding
the vulnerabilities as well as the root causesenbtism in the EA region is imperative for
ensuring a more proactive and apprehensive apptoagmhancing the effectiveness and effi-
ciency of combating terrorist activities in the iieg Non-state actors have a major role to
help in raising the capacities of countries andaniggations in the region. Strategic Plans set
therefore should seek to consolidate and susténtefthat implement the revised FATF 40
Recommendations in all member countries in a coatbeffort to combat money laundering
and terrorist and proliferation financing in theskgan and Southern Africa Region. The Stra-
tegic Plans should also seek to develop systempoesses that would enable ESAAMLG
to be an effective member of the FATF Global Netnd9].

Thus, under the strict mandate established by ESB@Mhe promotion of institutions
that are effective for the EA region is possibledese institutions form the enabling structure
of society, that is, these institutions constitilte fabric in which citizens, businesses, politi-
cal parties, and economies operate, and providanaeivork of rules, social norms, and cer-
tain processes that are both explicit and impligitainted financial system will not only af-
fect financial services, but can also further gellthe various institutions that truly play a re-
distributive role in the economy, meaning they maikee that resources are distributed prop-
erly and protect the poor or those with fewer eoicaesources. Institutional constraints ex-
ist both in formal public administration and pubsiervice organizations with strictly defined
laws and regulations, and in informal customs avdas norms that define behaviours and
patterns that are important to society. For examp#gitutions that are human constraints that
control and direct social order and cooperatiothenbehaviour of a group of individuals exist
in various forms; these may be legal systems,ipalisystems, cultural or educational sys-
tems, all of which have been identified with a sbp@urpose and permanence that transcends
individual human lives and intentions, and with tneation and enforcement of rules govern-
ing cooperative human behaviour.

From now on, in order to prevent MVTS penetrabilBA member States must improve
guidelines such as risk assessment, which is this bdthe MVTS provider's risk-based ap-
proach. They should provide assistance to monesfiea providers so that they can under-
stand how and to what extent their services araeerable to ML/TF. Various risks can be
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classified in such a way as to help them deterntivee nature and scope of the various
AML/CFT resources that can be assigned to mitigeté manage this risk. Guidelines or
rules should always be properly documented, updaéepiently, and updated by the appro-
priate MVTS provider personnel. The article desesilthat the fight against TF/ML is not

only an EA priority, but also a global one. Therefowhen preparing risk assessments,
MVTS suppliers should consider both these aspeetsjuantitative and qualitative informa-

tion obtained from relevant but also reliable intdrand external sources. This information
can be obtained from managers of various entemprisaional and industry risk and threat
assessments, various crime statistics, reportedsby intergovernmental international or-

ganizations and national governments, and reportsatual AML/CFT assessment and fol-

low-up by the FATF or related assessment bodiesietisas typologies.

EA also as a region should pay more attention storner due diligence (CDD), where
this process should be fully used to combat ML/l ways. This process should be devel-
oped taking into account not only FATF standards, dso regional and national legal re-
quirements. This process must deal with the ML/iBk associated with the proposed busi-
ness relationship or the stated transaction thtdsiterefore, the CDD must be adequately
able to: (1) identify the customer, (2) identifyetbustomer’'s beneficial owner, and (3) verify
the customer's identity. All of this should be lhsa risk, which should be based on reliable,
credible and independent information, if applicafllee CDD should also provide additional
assistance in understanding the objective and dettmature of the business relationship
(where appropriate). EA should analyse CDD based balistic view when the relevant and
reliable information obtained can allow servicepders to have sufficient resources to pre-
pare a client risk profile, where appropriate, thdt determine the level and type of ongoing
monitoring, reviews, and support their decisioremder, continue, or terminate a business re-
lationship. Risk profiles can be applied at theelesf individual clients or, if a cluster of cli-
ents has similar characteristics (for example ntéigoerforming similar types of operations or
having the same economic activities), at the ctulgteel. MVTS providers should periodi-
cally update customer risk profiles in businesatrehships that help MVTS providers apply
the appropriate CDD level (simplified or extended).

Therefore, it is of dire need to stress how impuradequate internal control is. This
should be a prerequisite for effective and effitienplementation of policies and processes
aimed at reducing the risk of ML/TF. These interoahtrols may include appropriate man-
agement mechanisms that clearly and accuratelgaaflovarious AML/CFT responsibilities,
as well as measures to monitor the integrity of stad agents, all of which are implemented
in accordance with applicable local laws. MVTS dHoaiso take into account national, re-
gional or sectoral risk assessments and controtondirm that their policies and processes
are effective tools for identifying, assessing amohitoring ML/TF risk in the EA region. If
these suppliers need to change their internal alsntthis should be done in accordance with
the corresponding changes in their size, operdtmraplexity, or risk exposure. MVTS pro-
viders must adopt a characteristic of maintainiygteans that are adequate to manage and re-
duce their risks, regardless of the specific case.
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sanus ycnye no nepeody oenee unu opyeux yennocmeii (MVTS) ona unancuposanus meppopusma
(@T) 6 BA. Asmop maxowce ananuszupyem cnocodbi UCHOIBb308AHUS CUCHIEMbL OCHENCHBIX NePeBo00s
07151 08UMNCEHUSL CPEOCM8 NPECMYNHO20 NPOUCXOHCOEHUS, NPUOAHUS UM BUOUMOCHU 3AKOHHBIX AKMUBO8
U COKpbIMUsL Hele2anbHblX 00X0008. Paccmompenvl nekxomopuvle RPUUUHHO-CIeOCMBEHHbIe CE53U IKO-
HOMUYeCKo20 Xapakxmepa, cnocoocmeyiowue pacnpocmpaneruro meppopusma 6 BA, npeonosicenst ne-
KOmMopble pe2yisimopHble Mepbl, HaNPasientbvle Ha NOGblUEHUe dPHEKMUSHOCIU U 0elCMEEHHOCMU
b60pbOBL ¢ MeppopuzMoM 6 pecuone. B cmambe 00Kazvleaemcest, Y¥mo KOHQIUKIMbL NPUBOOSIN K CHUMICE-
HUIO YPOBHS NPOHUKHOBEHUsL DAHKOGCKUX ycaye 6 pecuon BA, umo, 6 ceoio ouepedw, npusooum k poc-
my HehOPMATbHBIX U MEHesblX K8AZUOAHKOBCKUX NOCPEOHUKOS, CO30AI0WUX WUUPOKUE BO3MOICHOCTIU
onsa @T. C smotl mouku 3penusi 0coboe HUMAaHUe YOeleHO aHATU3Y NPUMepPa epaicoOaHCKol 80LHbL 8
Comanu u npakmuxam DT "Aw-1la6a6"?. B BA 6016uuHcmeo cmpan He uMeion CUuibHbIX CUCTEM
60pubbl ¢ ommbisanuem denee | punancuposanuem meppopusma ([IOHIDT). [lpu smom 6vicmpo pasz-
susaIOWUecs (PUHAHCOBbIE CEKMOPA U MEXHOL02UU, maKue KAk MobuibHvle denbeu, Popexc-0i0po u
opyeue, 6 ycaosusx, cywecmsyrouux 6 BA, nosviwarom yposnu puckos @T 6 cybpezuone. [loxasano,
kax crabocmo nayuonanvuvix cucmem [OHIDT eedem k mpyonocmam, a 8 KpAuHux CIyuasx nomepe
00Ccmyna K mMexicoyHapoOHbiM GAIOMHBIM PUIHKAM, A 0A6I1eHUe HA OAHKOBCKYIO CUCTNEMY U CUCTHEM)
OEHEINCHO20 0OPAUEHUST He2AMUBHO GIUsSLe HA Q0NI20CPOYHbIEe NEPCHEeKMUBbl pocma. Jlamuvl pexomeH-
Odayuu, xax eocyoapcmea-unenvl BA uepes pecuonanvhuvlii opean no 60pvbe ¢ ommvleanuem oenee 8
Bocmounoit u FOoxcnou Appuxe moenu 6wt coseputencmsosams céou cmpameeuu IO @T, 6onee
KOHKDEMHO PACCMOMPEH 8ONPOC PUCK-OPUCHMUPOBAHHO20 n00x00a k nocmaswuxam MVTS.
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